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SECTION 7
REQUIREMENTS SUMMARY
7.1 REQUIREMENTS SYNOPSIS

Section 7, Requirements Summary, provides a sumafampere requirements for the various
UC products areeseribedlefinedin the UCR-2068

7.1.1 Overview of Approved ProductCategories

Figure 7-1 provides an overview of the UC Produate@ories within the DoD UC APL.

| DoD Unified Capabilities APL '

Network Infrastructure I Voice, Video, Data Services I

Approved Products Approved Products

Transport <
SBU Voice | Classified
Routers/ P Voice
Switches <
Securit < SBU Video Cla_ssified
y h | V|deO
Servers <
Data Multifunction
SRS | Mobile Devices
Hosts
Enterpriseand
Network Mgt. <
Storage <+—

Figure 7-1. Overview of UC Product Categories witim the DoD UC APL

The UCR covers a broad variety of product categaie products within those categories that
support UC. The two major product categories atevark infrastructure and voice, video, andg
data services consistent with the definition of Uhe UC products fall within two major

product categories: Network Infrastructure Appro¥Adducts and Voice, Video, Data Service

Uy
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Approved Products. Within the two major produategiories, the following products are

defined:

32. Classified UC productssP-E2E-systemthat support classified voice and video services.

3. Data products

4, Multifunction Mobile products

56. DeployedproductRouters/Switches
6—Eneryptionproduetd_ Security products

8. Servers and Hosts

9. Enterprise and network Management

10. Storage Products

an-everdew
ety 2 , 2 4Ehe various
UC products for each of thxUC product categories are found under their appatggsection
of the UC APL. Many UC products, however, showumpler multiple UC product categories

A
- AW, Ci
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since they can be used under multiple categofieamples include the LSCs, CE Routers,
EBCs, and ASLANSs, which can be used for both SBU @lassified voice and video services.

7.1.2 Network Infrastructure Approved Products

This section lists the products for the followinetiWork Infrastructure Approved Products

categories:
e Transport
e Routers / Switches

e Security
e Enterprise and Network Management

e Storage
e Hosts*
e Servers*

* There are currently no UC products that the U€e8ng Group has approved for inclusion ir
the Host and Server Categories.
Currently, Data-At-Rest products, Personal Infoioratntegrity (Pll)/Data Leakage and HAIPE
discovery servers are being assessed for appligdioit inclusion with UCR. Table 7.1.2-1
summarizes products in the transport category.

Table 7.1.2-1 Transport Products

Product Requirements Role and Function
Section
Access Grooming 5.5 Product that receives low-speed circujts
Functional (AGF) on multiple ports and multiplexes them
Device via TDM into a high-speed circuit, and
transmits it to one of its high-speed
ports.
Access Aggregation 5.5 Product that functionally multiplexes
Function M13 Device DS1sinto a DS3
Optical Transport 5.5 Switching product providing high-speed
System (OTS) optical transport in the DISN WAN
Fixed network Element 5.9 Product that provides transport for
bearer and signaling traffic in a fixed
network environment.
Deployed network 5.9 Product that provides transport for
Element bearer and signaling traffic in a
deployed network environment

Table 7.1.2-2 summarizes products in the routeté¢bws category
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Table 7.1.2-2 Router/Switches Products

Product Requirements Role and Function
Section

Aggregation Router 5.5 Product serving as a port expander for a
PE Router

Provider Edge Router 5.5 Product providing robust, high-capacity
IP routing at the entry points to the
DISN WAN

Provider Router 5.5 Product providing robust, high-capacity
IP routing in the DISN WAN

Customer Edge Router 5.3.2 Product providing IP routing towards
the DISN WAN at a customer edge

Access IP Switch 5.3.1 Product used in a LAN to provide endf
device access to the LAN

Distribution IP Switch 5.3.1 Product used in a LAN to provide
intermediate switching layer between a
LAN access and core layers

Core IP Switch 5.3.1 Product providing high speed IP
switching at the LAN core layer

Wireless LAN 5.3.1 Products used in Wireless LANS:

Equipment Wireless End Instrument, Wireless

LAN Access System, Wireless Acces$

b

bridges

Table 7.1.2-3 summarizes products in the secuatyog category

Table 7.1.2-3 Security Device Products

Product Requirements Role and Function
Section
EBC 5.3.2.15, 5.4, 5.3.5, | A product that provides firewall
5.34 functions for voice traffic (Also Listed
under Voice products)

Data Firewall 5.8 A product that blocks unauthorized
access while permitting authorized
communications.

VPN Concentrator 5.8 A product that sets up a secure link
between an end user and an internal
network.

Intrusion Protection 5.8 A product that detects unwanted

System (IPS)

attempts at accessing, manipulating,
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and/or disabling a computer system.

HAIPE 5.6 HAIPE is a programmable IP INFOSEC
device with traffic protection,
networking, and management featureg
that provide Information Assurance

services for IPv4 and IPv6 networks.
Encryption algorithms are not specified
and are under the authority of NSA.

Link Encryptors 5.6 Link Encryptors provide data security n
a multitude of NEs, by encrypting
point-to-point, netted, broadcast, or
high-speed trunks. Encryption
algorithms are not specified and are
under the authority of NSA.

Integrated Security 5.8 A product that provides the

Solution functionality of more than one |IA
device in one integrated device

IA Tools 5.8 Products that provide Information
Assurance functions

Network Access Contrd| 5.8 Products that provide Information
Assurance functions

LEGEND

HAIPE High Assurance Internet Protocol Encryptor IPv4 Internet Protocol Version 4

FwW Firewall IPv6 Internet Protocol Version 6

INFOSEC _Information Security NSA National Security Agency

IPS Intrusion Protection System VPN Virtual Private Network

Table 7.1.2-4 summarizes products in the enterpnsienetwork management category

Table 7.1.2-4 Enterprise and Network Management Pructs

Product Requirements Role and Function
Section
Element Management 5.11 For monitoring FCAPS and command
System elements (products operating in a
network).
Operational Support 5.11 Manager of element managers for
Systems FCAPS and for information sharing.

Table 7.1.2-5 summarizes products in the storatgsjosy

Table 7.1.2-5 Storage Products

Product Requirements Role and Function
Section
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o

Specialized multi-protocol computer
system with an attached disk array that
together serves in the role of a disk
array controller and end-node in
B/P/C/S networks.

Data Storage Controlle 5.1

DoD Unified Capabilities APL

| |

Network Infrastructure I Voice, Video, Data Services I

Approved Products Approved Products

Transport
Appliances
Routers I SBUVoice I:
Security SBU Video < Classified
Devices < Video
e

Enterpriseand
Network
Management \ 4

Data
Servers I
Hosts I

v

7.123 SBU UC Products for E2E Systems that Support SBU adice and
Video Services

Table 71.31, IP-Based UC products that Support SBU Voice aitt¥ Services, delineates the
UCR 2008sections where requirements for these productioarel.

Table 7.1.31. IP-Based UC Products that Support SBU Voice ahVideo Services
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PRODUCT AND APPLIANCE SIGNALING
FUNCTION INFORMATION TYPE
GENERAL ASSURANCE

PRODUCT APPLIANCE |REQUIREMENTS [REQUIREMENTS | IPV6 | AS-SIP| TDM

MESS TDM Side UCR 20085.2 5.4 5.35 5.2 |
SS Side 5.3.2 5.4 53/ 534 534

WAN SS NA 5.3.2 5.4 53% 534 NA
CCA 5.3.2.9 5.4 5.3.1 5.3.4

LSC Media Gateway 5.3.2.12 5.4 535 5.3/4 5|2
Signaling Gateway 5.3.2.13 534 5.p

AS-SIP El NA 5.3.2 5.4 535 5.34 NA

AS-SIP TDM| NA 5.3.2.7.4 5.4 5.3.5 5.34

Gateway

AS-SIPIP [NA 5.3.2.7.5 5.4 5.3.5 5.34

Gateway

BSMGUMulti| NA 1.4 5.4 5.3.5| 5.34

-Signaling

Conference

bridge

RTS Routing| NA 5.3.2.75 54 5.35| 534

Database

RTS Stateful| NA 5.3.2 5.4 5.3.5( 534

Firewall

Switeh

D'SF' Butio

Switeh

Products

EBC* NA 5.3.2.15 5.4 5.3.5 5.3.4 NA|

* EBC is Also listedunder Security Devices
CEReuter |[NA | 53214 | 5.4 | 535] 534 | NA
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7.144  Classified UC Products for E2E Systems that SuppbSBU Voice
and Video Services

Table 71.4-12, Classified UC Products for IP E2E that Suppo#sSified Voice and Video

Services, delineates the sections where requirenf@nthese products are found. Classified
product requirements consist of general requiresnienind throughout Section 5.3.2, Assured
Services Requirements, plus unique classified rements found throughout Section 6.2,
Unique Classified Unified Capabilities Requirementfie combination of requirements found
across Sections 5.3.2 and 6.2 provides the tajainements that apply to the classified products.

Table 7.1.4-21. Classified UC Products for IP E2E that Support
Classified Voice and Video Services

nd

UNIQUE GENERAL 1A
PRODUCT | REQUIREMENTS | REQUIREMENTS | REQUIREMENTS | IPV6 | AS-SIP
Tier0 SS 6.2 5.3.2 5.4 5.3.% 5.3.4
DSSS 6.2 5.3.2 5.4 5.3.% 5.3.4
LSC 6.2 5.3.2 5.4 535 b5.3.4a

6.2

LAN NA 5.3.1 5.4 5.3.5 5.3.4
Access
Switch
LAN NA 5.3.1 5.4 5.3.5 5.3.4
Distribution
Switch
LAN Core NA 5.3.1 5.4 5.3.5 5.3.4
Switch
EBC NA 5.3.2 5.4 5.3.5 5.3.4
CE Router NA 5.3.2 5.4 5.3.9 5.3.4
7.155 DRSN Switches and Peripheral Devices

Requirements for TDM-based DRSN equipment aremsdtided inthe UCR 2008
Specifications for DRSN producigre available on a need to know basis from the DNGA

DRSN Single Service Manager.

7.1.6

Multifunction Mobile Devices.

A Multifunction mobile device, or “Smartphone Entbtrument” is defined as an application

that provides End Instrument (El) or AS-SIP Endrimsent (AEI) functions. However, unlike a

traditional El, this is an application that opesaigthin the confines of an advanced, mobile

computing platform (e.g. a smartphone, PDA, wirel@blet, etc.) which provides functionality

beyond just basic telephony services. Table 711d&lineates the section where multifunction

10



DoD UCR 2010
Section 7 —Requirements Summary

mobile device requirements are found. Securityiremments rather than functional
requirements are specified for these devices .

Table 7.1.6-1 Multifunction Mobile Devices

Product Requirements Role and Function
Section

Classified Multi Media 5.4 Integrated voice, video and data
Device services that operate at multiple secu
levels over a hand held device with
wireless secure connectivity to the
network (pull definition from #10) e.q.,
SME PED, smartphones

ty

SBU Multi Media 5.4 Integrated voice, video and data

Device services that operate at an SBU secu
level only over a hand held device with
wireless secure connectivity to the
network (e.q., SME PED, smartphones)

ty

7.1.7 Data Category Products

Data category products can include various comigminatof the following data applications:

e E-mail/calendaring

¢ Unified messaging

e Web conferencing and web collaboration

¢ Unified conferencing

e Instant messaging and chat

e Rich presence
These data applications are features of UC TodkeSaind are considered to be data UC
products. In addition, these data applicationsbEnetwork aware in order to get enhanced
quality of service treatment on DoD networks. logé cases, the interface is specified for
interoperability but the performance (e.q., respdirae, screen refresh rate) of the applicatiors
are not currently specified. These UC Tool Suitss lse integrated with voice and video serviges
in order to get assured services as well as Qo&nibles would be LSCs that include voice,
video and XMPP functionality as well as unified ise&ging. Table 7.1.7-1 lists the data categd

products.

=

y

Table 7.1.7-1 Data Category Products

Product Requirements Role and Function
Section

UC Tool Suite with 5.7 Integrated voice, video and data

11
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specific features services that operate at various securjty

identified levels over a hand held device with

(XMPP Server, wireless secure connectivity to the

XMPP Client) network or a desktop device with secure
connectivity to the network.

MSPP 55 System-providing-accessio-the DISNWRANmM
dhomelge o mendisloncng o ol
connectionsto-higherspeed-circuits

AggregationRouter | 55 Ssbochsotape an o no cocne ey o D Din ey

Provider Edge Router| 55 System-providingrobust-higtapacity-HProuting
oithocatprpeinethe DIE RN

- - To — i - "
inthe DISN-WAN

TS TS T o ik Tootcal
transportin-the DISNAWAN

oo 2D

DISN-——— Defense Information Systems-Network PE——Provider Edge

%I B

. <

7.178 Deployed UC Products

Table 71.84-1 delineates the Deployed UC products. Deployedcwvig system requirements
consist of general requirements found throughouRW2008, Section 5.2, Circuit-Switched
Capabilities and Features, plus unique Deployediregpents found throughout Section 6.1.3,
Deployable Voice Exchanges. The combination ofiregnents found throughout UCR 2008,
Sectiors 5.2 andhe current UCR SectidB.1 provides the total requirements that applyeo t
Deployed products.

Table 7.1.841. Deployed UC Product Categories and Paragraph Refence

12
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GENERAL UNIQUE
REQUIREMENTS REQUIREMENTS
PRODUCT SECTION SECTION ROLE AND FUNCTIONS

DVX-C UCR 20085.2 6.1.3 Deployed voice switch with ASF ||
capabilities to support assured service
requirements. This switch is used for
rapid deployment situations and
contingencies in the Deployed
environment.

DVX Legacy [ UCR 2008 5.2-2 6.1.3 Deployed voice switch with ASF ||

(DVX-L) capabilities to support assured service
requirements. This switch is part of
the TRI-TAC systems and thus
termed Legacy.

Deployable UCR 2008 5.8:2 6.1.3 A DSN PBX1 used in the Deployed| |

DSN PBX1 arena When used in the Deployed
arena, the PBX1 is connected to a
DSN EO through a STEP/Teleport

Deployed NA 9.3 Network elements used in the

Network deployed environment.

Elements

Deployed 53.1 53,1and 6.1.5 LAN used in the deployed

LANs environment

Deployed 6.1.7 6.1.7 Radio systems used in the deploygd

Tactical environment.

Radio

DCVX NA 6.1.6 Deployed cellular system with ASF
capabilities to support assured service
requirements. This system is used for
rapid deployment situations and
contingencies.

LEGEND

ASF Assured Services Features DVX-L Deployable Voice Exchange-Legacy

COTS Commercial Off-the-Shelf EO End Office

DCVX  Deployed Cellular Voice Exchange LAN Local Area Network

DSNY Defense Switched Network PBX1 Private Branch Exchange 1

DVX Deployable Voice Exchange STEP Standardized Tactical Entry Point

DVX-C Deployable Voice Exchange—COTS TRI-TAC  Tri-Service Tactical Communications

13
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-
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